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’ THZ WHITE KOUSE .
WAZHINZTON . ) - :
March 11, 1983
Neticnal Secuniiu Decdsdion :
Direeitive Numban §4

Safeguarding Nationzl Security Information

"As stated in Executive Order 12356, only that ihformation'whosé-
disclosure would harm the national security interests of the _
.United States may be classified. - Every effort should bs made to

declassifiy informetion that no longsar requlres protection in Lha
interest of national securlty.

At the sams time, however, sa;eguardlng agalnst unlawful dlsclccurev'
of properly classified information is a matter of grave concern
and hlgh priority for this Admlnlsuratlcd. In addition to the
reguirements set forth in Executive Order 12356, and based on the
recommendations contained in the 1ngerdnnzrtmental report .

Lorwarded by the Attorney General, I direct the follomlng.

1. tach agency of the Executive Branch that orlglnates

or handles classified information shall adopt intermal procedures
to safeguard against unlawful disclosures of classified
information. Such procedures shall at a minimum provide as
follows: :

a. All persons Wluh aLLhOrlZEd access to classified
information shall be reqguired to sign a nondisclosure . :
agreemsnt as a condition of access. This requirement may ; |
be implemented prospectively by agencies for which the . S
admlnlsgratlve burden of compliange would oth~rWlsL be -
eyce551ve.

. . ,:A;) N . N
b. ' All pe;sons with authorized access to S°n51tlvu
Compartmented Information (SCI) shall be required to sign
a nondisclosure agreement as a condition of access to SCI
and other classified information. All such agreements
must include a provision for p*eprlication review to -
. ‘assure de‘etlon of SCI and othar cl aQS“"led information.

c. All agreements regquired in paragrarhs l.a. and
1.b. rmust be in a form determined by the Dep.artment of
Justice to be enforceable in a civil action brought by
the United States. The Director, Information Security
Oversight Office (I500), shall develop stgnddrdlzed
forns that satlsky these reguirements. .

d. Apuroprlate pOllC‘ES shall b= aaoptod to govarn
contacts beatween media represanhablves and agency personnel,
so as to .reduvce the opportuax ty for negligent or deliberate
disclosures of classified information. All persons with
zuthorxized access to cla*czfled information shall be

clearlv aoorised of the agency's policies in this regarad.
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2. Each agency of'the Executive branch that originates or
handles classified information chall adopt internal procedures to
govern the reporting and investigation of unauthorized disclosures of
such information. Such procedures shall at a minimum provide that:

a. All such disclosures that the agency considers to
be seriously damaging to its mission and responsibilities
shall be evaluated to ascertain the nature of the information
disclosed and the extent to wh%ch it had been disseminated.

b. = The agency shall conduct a preliminary internal
investigation pricr to or concurrently with seeking
investigative assistance from.other agencies. . -

C. The agency shall maintain records of dlsclosures
sO evaluated and lnvesclgated. . .

BN

da. Agenc1es in the possession of cla551fled 1nformatlou
originating with.another agency shall cooperate with the
originating agency by conducting internal investigations of
the unauthorized disclosure of such information.

.e. Persons determined by the agency to have knowingly
made such disclosures or to have refused cooperztion with
investigations of such unauthorized disclosures will be denied
further access to classified information and subjected to
other administrative sanctwons as appropriate.

;3. Unauthorized disclosures of classified information shall
be reported to the Department of Justice and the Information,
Sscurity Oversight Office, as recuired by statute and Executive :
orders. The Department of Justice shall continue to review S
reported unauthorized disclosures of classified information to
cetermine whether FBI 1nvest1getlon is_warranted. Interested
departments and agencies. shall be “consulted in developing criteria
for evaluatlng such matters,and in deternln‘ng which cases should
receive investigative prlormty. The FBI is authorized to
investigate such matters as constitute potential violations of
federal criminal law, even though administrative sanctlons may be
soucnt lnscead of crln1na1 prosecutlon.

4. Nothlng in th*s dlrectlve is intended to mciify o
precluce 1nte*agency agreenmants betwean FBI and other crimi
investigative agencies regarding their responsi blllty ioxr _
conducting investigations WLLHLn their own agencies ox departments.

al

oo

5. - The Office of Personrel Maﬂagerent and all departmen,s
and agencies with enployees having access to classified information
are directed to revise existing regulations -and policies, as
necessary, so.that employees may be required to submit to polygrarh
examinations, when appropriate, in the course of investigations of
unauthorized disclosures of classified information. As a minimLm,
such regulations shall pernit an agency to decide that appropriate

.-
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adverse conseguences will follow an employee's refusal to cooparate
with a polygraph examination that is limited in scope to the
circumstances of the unauthorized disclosure underxr investigétion_
Agency regulations may provide that only the head of the agency,

or his delegate, is empowered to order an employee to submit to a
polygraph examination. Results of polygraph examinations should

not be relied upon to the exclusion of other 1nfo*naplon obtained
durlng investigations.

6. The Attorney General, in consultatlon with the Dlrector,,
. Office of Personnel Management, is requested to establish an
Tnterdepa::m--ngﬁl group to study the federal persoﬁnel.securlty -
p“ogran ané recommend appropriate revisions in existing Execut.ve

ordéers _culgtlons, and guldellnes,
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